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Findings



A Study of Security Decisions in a Cyber-Physical Systems Game



43 Players, divided into 12 homogeneous groups



The best players are …?



“We are security experts, we don’t need 
a threat assessment.” Team SA1

“You told us what we already knew.”
Team SI1





Security Experts + + Advanced cyber protection

− − Basic cyber protection

− − Intelligence gathering

Computer Scientists + + Intelligence gathering

+ + Human factors

− − Advanced cyber protection

− − Data protection

Managers + + Basic cyber protection

+ + Advanced cyber protection

+ + Data protection

− − Human factors



Procedure-driven
“We should start with an asset audit, then we can know 
what we are protecting and invest accordingly.”

Experience-driven
“I have never seen an IT infrastructure without a firewall.”, 
“Remember the news last week? They got owned by a 
phishing email, we should care about it.”

Scenario-driven
“What if someone got access to our database? We need to 
encrypt it.”

Intuition-driven
“I like the antivirus.”



Analysis of arguments used

Measure of self-confidence in suggestions



Balance is key

The Beginner’s 
Syndrome

Characteristic game play styles



A little knowledge is 
a dangerous thing

Beware of the 
champion! 
For better or worse



The “tunnel vision” 
syndrome

“This company’s data has little 
value: you could publish it all.” 

“I don’t feel the encryption is 
any priority even though there 
has been a data breach.”





Next stages
- Incident response within the finance sector



www.decisions-disruptions.org
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