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Some basic reading
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What? JDP 0-01 UK Defence Doctrine (6th ed.) (2022).

https://assets.publishing.service.gov.uk/media/63776f4de90e0728553b568b/UK_De

fence_Doctrine_Ed6.pdf

Why? The issue of ‘Fighting Power’.

Military deception contributes to optimising our own 

‘Fighting Power’, whilst simultaneously aiming to degrade or 

undermine the opponent’s fighting power by systematically 

targeting the three components of fighting power:

1. The moral component (the will to fight);

2. The physical component (the means to fight);

3. The conceptual component (the character of warfare).

https://assets.publishing.service.gov.uk/media/63776f4de90e0728553b568b/UK_Defence_Doctrine_Ed6.pdf


Some basic reading
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What? NATO Allied Joint Doctrine (AJP-3.10.2) Operations 

Security (OPSEC) and Deception (2020*).

https://assets.publishing.service.gov.uk/media/6422d0ba60a35e00120caf09/20230327-

AJP_3_10_2_Ops_and_Deception-O.pdf

Why? Provides the NATO (operational-level) perspective.

NB. doctrine tells us ‘things to think about’ regarding military 

deception, rather than ‘how to do it’.

* Currently being updated, for potential publication by the end of 2024 (TBC). 

https://assets.publishing.service.gov.uk/media/6422d0ba60a35e00120caf09/20230327-AJP_3_10_2_Ops_and_Deception-O.pdf
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OFFICIAL
Verrall, N. (2021). Ruse de guerre redux. RUSI Journal, 166(3), pp. 68-82. https://doi.org/10.1080/03071847.2021.1948803

https://doi.org/10.1080/03071847.2021.1948803


Three core applications of military deception
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1. Offensive deception

• Attack in order to defeat

2. Defensive deception

• Protect the force (people and assets)

3. Counter-deception

• Detect adversary deception



The contemporary deception environment
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STRATEGIC AND OPERATIONAL TACTICAL

Message: Deception operates across the tactical, operational and strategic levels of operation. As it scales up, it includes multiple 

domains (space to below water) and the four core deception environments (physical, electromagnetic spectrum (EMS), cyber and 

the digital-online. Additionally, different threat actors engage in deception.

Source: Verrall (2021). Source: UK MOD.



Principles of deceptive behaviour (why deception works)
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SEE
(sense)

Show and Hide
1. Hiding the real (distract attention away from) by…
2. Showing the false (attract attention to).

Multi-source and 
Multi-method

1. Feed information via numerous sources (never single source), and…
2. Feed information using varying techniques.

THINK
(perceive)

Ambiguity
1. Reduce ambiguity (to make the target  certain, decisive, but wrong), or…
2. Increase ambiguity (to make the target uncertain and indecisive).

A natural story
1. Credible (is it plausible in their eyes?), and…
2. Consistent (keep the story going as per the narrative), and…
3. Verifiable (make sure they can collect the deceptive breadcrumbs).

Reinforce expectations Give added strength or support to the behaviour they expect to see (expect).

DO
(behaviour)

Seek a behavioural outcome
What do you want your deception target to ‘do’ (or not do)? (action or 
inaction).
Don’t just influence their thinking, influence their behaviour.



Deception is about psychology and behaviour
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“Deception is basically the same regardless of 

whatever field it appears in. It’s not a function 

of technology. Instead, all deceptions are 

applied psychology”

(Barton Whaley, 2007)

Whaley, B. (2007). Stratagem: Deception and Surprise in War (London: Artech House).



Deception techniques (how deception works)
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“The array is limited only by the inventiveness of devious minds” (Whaley, 2007)

Examples of different stratagems*

 The impossible approach

 The obvious solution

 The fake routine

 Recycling

 The substitution

 The lure

 Deliberate leak / mistake 

 Provoking the truth (to unmask)

smart

Basic techniques to hide the real and show the false

 Masking (making a real thing look invisible)

 Repackaging (making a real thing look different)

 Dazzling (confusing the appearance of a real thing)

 Jamming (stopping a real thing from being detected)

 Mimic/Spoof (a false thing that looks like a real thing)

 Inventing (creating a new, false thing)

 Decoys (distract attention by showing a false thing)

* A stratagem is a plan or scheme, especially one used to outwit an opponent or achieve an end. Synonyms include gambit, ruse, ploy, artifice.



Summary of challenge

OFFICIAL

 How to design wargames for offensive, defensive and counter-deception?

 How to design wargames for different scales (tactical, operational, strategic)?

 How to design wargames for domains (space to below water)?

 How to design wargames for environments (physical, EMS, cyber and digital-online)?

 How to wargame different behavioural aspects? (e.g. ambiguity, expectations, etc.).

 How to design wargames with different tradecraft and techniques?

 How to mix some, or all, of these for complex wargames!

 Finally, deception wargaming should be aimed at different aspects of development:

1. Training and education (conceptual foundations);

2. Understanding (tradecraft, planning, practice);

3. Real-world application and operations.

Below water

Above water

Littoral

Land

Air

Physical Deception

Electronic Deception (EW)

A
cto

rs

OrganisedGroups

Non-StateActors

P
ro

x
y

Space



11

UK OFFICIAL

The contents include material subject to © Crown copyright (2024), Dstl. This information is licensed under the Open Government 

Licence v3.0. To view this licence, visit Open Government Licence (nationalarchives.gov.uk)

Where we have identified any third party copyright information you will need to obtain permission from the copyright holders 

concerned. Any enquiries regarding this publication should be sent to: Dstl.

https://www.nationalarchives.gov.uk/doc/open-government-licence/version/3/


Discover more

https://www.instagram.com/dstlmod/?hl=en
https://www.instagram.com/dstlmod/?hl=en
https://www.facebook.com/dstlmod/
https://www.facebook.com/dstlmod/
https://twitter.com/dstlmod?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://twitter.com/dstlmod?ref_src=twsrc%5Egoogle%7Ctwcamp%5Eserp%7Ctwgr%5Eauthor
https://www.gov.uk/government/organisations/defence-science-and-technology-laboratory
https://www.gov.uk/government/organisations/defence-science-and-technology-laboratory
https://www.linkedin.com/company/dstl/
https://www.linkedin.com/company/dstl/

