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What are "Effects" and "Influence"?

▪ Sometimes called "Hybrid Warfare" and "Influence Operations".

▪ The planning and conduct of operations combining military and non-military
methods to achieve a particular outcome (more or less).

▪ At a recent NATO event, attendees were told that “there is no agreed definition of 
terms related to hybrid warfare.” 



Do they make a real difference?





Fact check US: What was the
impact of Russian  interference
in the 2017 US presidential election?

Report by CIA, FBI and NSA:
50,000 Twitter Accounts linked to Russian "Internet Research Agency": 19% of all Tweets.
80,000 Facebook articles.

https://theconversation.com/fact-check-us-what-is-the-impact-of-russian-interference-in-the-us-presidential-election-146711





“Supreme excellence 

consists in breaking

the enemy's resistance

without fighting.”

Sun Tzu, The Art of  War.



How do we include this in wargames?



How do we include this in wargames?



The problem - How do we adjudicate effects?

• Use the Analysis of Competing Hypotheses?

• The Delphi Method?

These are slow – really very slow – weeks and months slow…

• Ask an expert?

• Ask a group of experts?

Neither of these are satisfactory.



One Way - Matrix Games and Matrix Arguments



The Wisdom of  Crowds

Groups can be better at estimation than individuals.

▪ Diversity of opinion.

▪ Decentralisation of expertise.

▪ Independence of thought.

▪ Aggregation of the result.

▪ Best predictions come from conflict or contest.

▪ Too much communication can make the group less intelligent.

https://en.wikipedia.org/wiki/The_Wisdom_of_Crowds



Stupid Crowds

▪ Homogeneity of opinion.

▪ Centralisation of decisions and a formal hierarchy.

▪ Divisions and compartmentalisation.

▪ Imitation based on previous decisions.

▪ Emotionality and peer pressure.

▪ 'Group Think'



If everyone
is thinking alike,
someone
isn't thinking.

George S Patton



Matrix Games – How does do they work?

▪ Players use verbal "arguments" to advance their position in the game.
▪ Action

▪ Measurable effect

▪ Reasons why or how they can achieve this (pros)

▪ Other players add reasons why that wouldn’t work (cons)

▪ Crowd source the probability of success.

▪ Roll dice.

▪ Generate an evolving narrative of the conflict for further discussion 
and analysis. 



The Conclusion

▪ Humans are better at modelling humans than computers (even 
across cultures).

▪ A proper opposition generates an action / reaction feedback loop 
that produces insights vastly more powerful (and accurate) than 
a single opinion, however well informed.

Podcast:
http://knowledge.wharton.upenn.edu/article/forecasting-in-conflicts-how-to-predict-what-your-opponent-will-do/ 

http://knowledge.wharton.upenn.edu/article/forecasting-in-conflicts-how-to-predict-what-your-opponent-will-do/
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There are other ways to Wargame influence!



Remember…

"Simple models that provide useful insights 
are to be preferred to models that get so 
close to the real world that the mysteries 
they intend to unravel are repeated in the 
model and remain mysteries."

F. W. Lanchester
The Lanchester Legacy - A Celebration of Genius, edited by J. Fletcher

George Box

AI & ML



The DSTL Wargaming Handbook



Any Questions?
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