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Annex A case studies

Example adjudication
for the practitioner

approaches

https://www.youtube.com/watch?v=ecVxwlaAxOE

Example methods of
representing the...
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Influence
Wargaming Challenging traditional thinking through
Handbook wargaming is critical to reform of our

Services. | expect those commissioning
wargames to play an active role in those
games so that reform and challenge are
seen to be part of everyday thinking rather
than occurring in academic or scientific
backrooms. Wargame outputs have been
central to our decision-making under my
leadership and everyone has a role to

play in this cultural shift. 2

Rt Hon. Ben Wallace MP, Secretary of State for Defence i e Be_n Walla 2 retary of 3 ;' for
,D,efence ght) drgaming
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NATO STANDARD

ALLIED JOINT DOCTRINE
FOR INFORMATION OPERATIONS

Red Teaming HandbOOk Edition A Version 1
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Wargaming Handbook
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NORTH ATLANTIC TREATY ORGANIZATION
ALLIED JOINT PUBLICATION

Published by the
NATO STANDARDIZATION OFFICE (NSO)
©NATO/OTAN

Development, Concepts and Doctrine Centre

Third Edition

1. https://www.gov.uk/government/publications/defence-wargaming-handbook
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2. https://lwww.gov.uk/government/publications/a-quide-to-red-teaming UK OFFICIAL
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Why an Influence Wargaming Handbook?

dStl The Science Inside

Foreword

Human behaviour is a central concemn of much Defe \cemj security activity, and

1o explain how wargaming can be i to better represent
across a range of policy, force development, planning,

et of information
audiences gle L'{H A cordin Q\

commend it to you

s 2 fed

Dr Nick Joad
Director Defence Science and Technology

= Manoeuvrist Approach, Mission Commandgis
and now Integrated Action: ‘the e
audience-centric orchestration of military &zt
activities, across all operational domains,
synchronised with non-military activities to
influence the attitude and behaviour of
selected audiences necessary to
achieve successful outcomes.’

= The representation of influence effects in
wargames is of variable quality.

= Influence should be ‘baked into a plan, not
sprinkled on at the end".

= Opportunity for wargaming:
— Gamify behaviour science models

— PMESII (Political, mity, ECONOmMIc, Social,
Information and Infrastructure) 6

— DIME (Diplomatic, Information, wiy and UK OFFICIAL
Economic).




Purpose: The Influence Wargaming Handbook seeks to explain how wargaming can be used to
explore influence. It also looks at how influence effects might be better represented within wargames.

part 1: Sponsor-level Part 2. p

ractition.-.,r_,eve |

Preface Chapter 1 Chapter 2
Why wargame Sponsoring influence
influence? wargames
Chapter 3
Challenges to
influence wargaming
Lexicon:
Abbreviations
Terms and
definitions

Influence
Wargaming
Handbook

/ Chapter 4
Addressing the
challenges to influence
wargaming

Annex A: Case studies*

1. UK Strategic Command; a negotiation influence wargame \
2. Strategic communication; wargaming future force development for influence and

cyber

Behaviour Science Education Game — COM-B (Edition 1)

Defending DEFENDER, an educational influence game designed for

the Joint Information Activities Group Scope:
5. Malign; a strategic influence wargame * Not a guide to practising influence.
6.  iWarrior; wargaming cyber, electronic warfare and influence * Not a detailed guide to practising Wargaming. 7
7. The Brynania Peacebuilding Simulation; roleplay and free adjudication UK OFFICIAL

*Covering Policy / Strategy, Force Development / Experimentation, Operational Planning,

Education & Training.




Part 1 — for the sponsor

Against all odds and doom and
gloom scenarios, Ukraine didn't fall.
Ukraine is alive and kicking. And

it gives me good reason to share
with you our first, joint victory. We
defeated Russia in the battle for the
minds of the world.

© Blomberg/ Getty Inf8

Chapter 1

Why wargame influence?

d nor well unt
icularty ¢ dtoe ning infi
s different from conve

Volodymyr Zelenskyy speaking to the United
States Congress, 21st December 2022

and behaviour of selected audiences necessary to achieve successful
outcomes. Understanding the audie is the major consideration of

8
| UK OFFICIAL




Despite the challenges of influence wargaming, the conclusion
must be that more effort be made to develop and practise it.

Chapter 1

Why wargaming
influence is different
(overview)

influence?

Requires different techniques
that build on conventional ones Human endeavours
Developing capability + Adversarial and immersive nature
Potentially unbounded in scope ensures an audience-centric lens
Deal in unknown unknowns  Experiential act of communication

» Gameplay reveals cascading effects

» Uncertainty and friction are inherent

+ Safe to fail environment

« Confidence levels can be established,

which help mitigate risks

Why use
wargaming to
examine influence?

Why wargame

influence

The capacity to have an effect on the character or behaviour of someone or
something, or the effect itself. (COED)

What is
influence?

Dimensions (cognitive, virtual
and physical) and layers (see
next slide):

dis

o Add 434 432 E
= 3 o ‘.‘_

Vignette: conventional and influence wargames

Influence is central to integrated action and all operations

Why influence is
important — and
challenging

@at is WargaminD

Example key challenges:

Effects are shaped by audiences’ perceptions,
culture and beliefs

Limited understanding of audiences

Large number of variables

Widely differing timelines

Poorly understood

Minisry
of Defence

Wargaming Handbook

9
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Cognitive

Geographical ]
layer

Psyche (attitude,
will, understanding)

Groups and
audiences

Cyber
personas

Virtual objects
(e.g., software)

Physical network
infrastructure

Physical objects
and persons

Geographical
locations

Figure 1.1 — The information environment?®

Cognitive

Physical

10
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Part 1. Chapter 2

The only thing harder than getting
a new idea into the military mind
is to get an old one out.

B. H. Liddell Hart

- and leadership

Influence Wargaming Handbook

Influence wargames require new approaches, a new mindset

11
UK OFFICIAL



Leadership:
* Engagement on a shared journey
* Resourcing and empowerment

Influence wargames
require novel
approaches, a new
mindset — and
leadership

» Active participation
» Ensure diverse participants

Sponsor’s
check list

Chapter 2
Is wargaming a suitable technique? S.ponsorlng
Is the aim clear and achievable? influence

Is the wargame bounded?
Does the wargame synergise with other activities?
Is a campaign approach appropriate?

Has a SQEP wargame team been recruited?

Are the wargame team properly resourced?

Has an empowered red team been established?
Have the correct participants been recruited?

Do participants have an appropriate understanding of influence, wargaming and cognitive biases?
Has effective wargame control been established?

Is adjudication appropriate?

Has a process been established to determine confidence levels?

Are the wargame’s methods and techniques valid?

How will the narrative be confirmed?

Has the after-action review been resourced?

Are the project timelines workable?
Are key risks being managed?

wargames

* Encouraging personnel to deal with the unfamiliar

Bullet list of challenges discussed in chapter 3

The primary
considerations for the
sponsor

Aim, objectives and bounded scope

Level of experimentation

Timescales, in-game and real-world

Factors to be represented within the wargame
Representation of force elements
Understanding audiences’ perspectives
Balancing simplicity against playability
Control

Facilitator
o[
anayet red teamer

Adjudication achickoator
Recognising cognitive biases

Managing risks

Analysis

Metrics and Visualisation

Scrutinised assumptions

Supporting or supported wargame
Integration with wider activities 12
Supporting methods and techniques

Appropriate resourcing UK OFFICIAL

Do classification issues have workarounds?

Sponsors can now stop reading!




Part 2 — for the practitioner

It is important to make one thing clear at the very start:
designing and delivering a wargame is an art, not a
science.

Peter Perla, The Art of Wargaming

Art is the elimination of the unnecessary.
Pablo Picasso

Challenges to wargaming
influence

3.1. This chapter outlines the challenges facing influence wargaming
practitioners. These are explained by illustrating the differences between
conventional and influence wargames. They are not presented in a priority
order, as their significance will vary depending on the context of the game.
Rather, the challenges are grouped into three sections: scenario, narrative
and objectives; perspectives and biases; and medeling. Chapter 4 suggests
how these challenges might be addressed.

STAY , PROTECT | SAVE
HOME " THE NHS LIVES

Section 1 — Scenario, narrative and
objectives

Challenge 1 - Influence wargames are likely to be vastly
multi-sided

3.2, Conventional
structure. Sides might
fundamental philosophy remains that of two clearly o
populations and various non-state actors are sometimes
these tend to remain peripheral to the main activity.

wargames typically feature a two-sided ‘red versus blue'

represented, but

13
UK OFFICIAL
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This chapter outlines the challenges facing influence wargaming
practitioners. These are explained by illustrating the differences between
conventional and influence wargames

Chapter 3
Challenges to
wargaming
influence

Conventional wargaming

Influence wargaming 14
UK OFFICIAL



1. Scenario, narrative and objectives

1. Influence
wargames are
likely to be vastly
multi-sided

5. Influence wargame
scenarios require
greater detail across
the information
environment

3. Influence wargames
focus on rivalry and
confrontation, not just
armed conflict

2. Influence
wargame teams are
likely to be diverse
and different

4. There are
unlikely to be clear
winners in an
influence wargame

3. Modelling

10. Influence wargames 2. Perspectives and biases
must contain both
behavioural and physical
science approaches Chapter 3 6. Influence

wargames are more
Challenges to prone to cognitive
wargaming

bias
influence

11. Influence
actions and their
effects are not
proportionate

7. Influence
wargames require a
greater understanding
of audiences’
perspectives

12. Influence
actions do not have
equal and opposite
reactions

13. Influence
effects can
propagate

unpredictabl

14. Influence effectors
and their effects have
a complex relationship

8. Influence wargames
will contain multiple
subjective perspectives
on the game narrative

15. Information in

influence wargames is

open to many different 9. Influence is ill- 15

16. Influence actions and interpretations defined and poorly

effects operate over vastly understood UK OFFICIAL
different time scales




Challenges to wargaming influence

Challenge 2. Influence wargame teams are N\, '

likely to be diverse and different.

Challenge 10. Influence wargames must
contain both behavioural and physical
science approacks.

Challenge 3. Influence wargames focus on
rivalry and confrontation, not justarmed -

1 confict

o 4

16
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Part 2. Chapter 4

If the only tool you have is a hammer, you tend to see
every problem as a nail.

Abraham Maslow

Chapter 4

Addressing the challenges
to wargaming influence

44. Chapter 4 suggests how the challenges raised in Chapter 3 might be
addressed. Influence wargaming is an evolving discipline and many of the
examples in this chapter and Annex A are novel. They are intended to prompt
ideas and fresh thought for practitioners when developing influence wargames.
Experience shows that bespoke solutions are almost always required for each
influence wargame problem, so the ideas in Chapter 4 should net be applied
mindlessly 1o an influence wargaming problem.

Section 1 — Representing the
information environment

4.2. Methods and techniques used to represent the information environment
must be appropriate to the wargame's aim, focusing attention onto the factors
to be considerad within the bounded game. Audiences are the key element of
the information environment. An example of the range of audiences that could
be considered when designing a wargame is presented in Figure 4.1 taken
from Joint Doctrine Publication (JDP) 0-01, UK Defence Doctrine, 6th Edition

17
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1. Representing the information environment 2. Wargaming approaches

* Matrix gaming
re rgﬂseet:?igs gje IE Representing * Seminar games
P 9 deception + Course of action wargames

* Role playing games

Representing * Closed wargames
force elements + Jury games

» Card-driven games and mechanics

7. Building confidence 3. Games, and game turns

( Game outputs ) ( The game itself )
( Turn lengths )
C Campaign ) Integration with
games wider activities

4. Methods and techniques to support influence wargames

( Adjudication )
18
Teams, cells
UK OFFICIAL

Chapter 4
Addressing the
Challenges of
Wargaming
Influence

6. Analysis, data capture and the after-action review

. After-action
Analysis review
( Data capture ,

5. Wargame participants



Annex A case studies* for the practitioner

General headings:

Introduction: aim and context of the wargame

The influence factors the wargame encompassed

The mechanics used to represent these

Adjudication methodology/ies

Lessons identified for others designing and delivering influence
wargames (positive and negative)

ogrwNPE

The Brynania
Peacebuilding
Simulation; role play
and free adjudication

iWarrior; wargaming
cyber, electronic
warfare and influence

* Covering Policy / Strategy, Force Development / Experimentation,

Operational Planning, Education & Training.

UK Strategic
Command; a
negotiation influence
wargame

Strategic communication;
wargaming future force
development for influence
and cyber

Behaviour Science
Education Game —
COM-B

Annex A
Case Studies

Defending DEFENDER,
an educational
influence game

Malign; a strategic
influence wargame
g 19
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Behaviour Science Education Game: COM-B

The Behaviour Science Education Game for COM-B is an invaluable
resource for students on JIAG courses, offering an innovative and
engaging way to reinforce learning whilst providing Defence context
to the COM-B model. The game encourages healthy debate around
the application of the theory, enhancing student understanding in a
memorable and enjoyable format.

Captain Nick Atkinson, Chief Instructor, Military Psychological
Operations Course, Joint Information Activities Group

Capability

—-

Opportunity /

You conducted
Key Leader Engagement

(Physical)

@ e
IIE11N

You engaged with an influensal
leader on operations.

You increased situational
awareness and bolstered
established relationships.

Front

Key Leader Engagement

Back 20
UK OFFICIAL



Defending DEFENDER: an educational influence game
designed for Joint Information Activities Group

FR Ministry of Defence 88 & -23/06/2021
)’i« A statement on HMS Defender from Secretary
of State for Defence, @ BWallaceMP:

“This morning, HMS Defender carried out a
routine transit from Odesa towards Georgia

across the Black Sea.
12
Ouwr Q. Osw il &

8l Ministry of Defence &8 ©

“':‘ PDefenceHQ

“As is normal for this route, she entered an
internationally recognised traffic separation
corridor. She exited that corridor safely at 0945
BST. As is routine, Russian vessels shadowed
her passage and she was made aware of
training exercises in her wider vicinity.”

2/2
13:27 - 23/06/2021

143 Retweets 47 Quotes 412 Likes 4 Bookmar

Ministry of Defence Press Office &
@DefenceHQPress

No warning shots have been fired at HMS
Defender.

The Royal Navy shipis conducting innocent
Passage through Ukrainian territorial waters in
accordance with international law.

13:04 - 23/06/2021

2,361 Retweets 1,029 Quotes

Joint Information Activities Group has a history of using ‘gamification’
to support Defence communication and Information Operations
training. Wargaming as a technique allows the testing of learned
skills in a live, adversarial environment, that other forms of training/
exercising does not. Keeping scenarios relevant to the contemporary
operating environment is key to bringing training to life for students,
and in this respect the opportunity to develop an updated game
based on Defender adds tremendous training value.

Lt Col Pat Owen
Commanding Officer Joint Information Activities Group

| PHASE 2

RUSSIA
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Malign: A strategic influence wargame

Case study 5 — Malign: a strategic L8 mituencers - covre [ avenenres

Red: Malign
influence wargame Fc: o S| RREE—TY. —
Blue: resilience.
Introduction 6]6) 1 o (_E H- ‘
An individual or g e Covert and deniable operations intended to
Triangle = intent. ':"Al:l;l\l‘u‘m“: mrul"n‘-::r:o{;l'::":m =3 des(t;::r:tlon gt ‘:rlﬁmw::mlkn: :“L:: ul., J‘"T‘I'.L '
A.43. Malign is a card-driven educational game with rigid rules, where Pentagon =method.  wually on sial mefia. | ! miltary postons
) ) . . . . . . Circle = multiplier. Randonly DISCARD 2 cards trom
players grapple with the pernicious effects of malign influence while attempting e enocts “I any player's ha
. o . . . . number inside
to foster social resilience. The game is set in a fictional world that enables an i stape i the
influence value. 3 —

exploration of a range of factors from foreign electoral interference to domestic
disinformation campaigns. Players representing different countries compete to
increase their malign influence on others, while simultaneously mitigating the

influence of others. Players must build successiul influence campaigns through
a combination of cards that represent an ‘intent’, ‘method’ and ‘multiplier’. The
game is designed for two to five players but can accommodate up to ten if two
players represent a single country. The game duration is two to three hours.

Figure A.11 - Malign card taxonomy

Aim

A.44. The aim of the game is to familiarise players in an engaging and
discursive manner with the different tools used to create malign influence and
develop resiliency, and show how these combine to create the narratives seen
in international affairs today.

22
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