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Disclaimer

This presentation represents thpersonalview of the author
and is in no way representative of official UK MOD policy.

The UK MOD is small, but still bigger than one man can know.
He might have missed something

The author is a fultime reservist serving beyond mandatory
retirement age and is therefore possibmbittered and cynical
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A What is an Expert?
A Clear advice?

A Context and Culture.
A Exceptions.

A SQEP.
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How do we get better at something?

Defence Academy of the United Kingdo
© Crown Copyright



Training = Practice
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CAST

A Simulated Troops
A Simulated Environment
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CAST Characteristics:

A Expensive.

A Complex.

A We have few of them.

A Future Force2020- Steady State Training:

A Reaction Force: Twice Biyears.
A Adaptable Force: Once iByears.
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http://www.army.mod.uk/documents/general/Army2020_Report_v2.pdf

"Gentlemen, we have run out of money.

It's time to start thinking"
Sir Ernest Rutherford, 962
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http://www.goodreads.com/quotes/547195-gentlemen-we-have-run-out-of-money-it-s-time-to

why Wargame?

A In order to practicedecision making.

B| 1. Identify the
‘ problem

| 2.Establish |
1 decision criteria

-

8. Evaluate
the decision
\\'—_—"

AAgainstopposition

ATogain insights L [ |
| best alternatives ) S )
B -

s
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General VorMoltke

Process:

A Off-site.

A TEWT.

A Wargame.
A Validation.
A Records.

Defence Academy of the United Kingdo

© Crown Copyright


http://www.strategypage.com/articles/default.asp?target=WARGHIS2.htm

Wargames cover a broad spectrum:

ComputerAssisted
Red Team COA Wargame Analytical Wargame
I Matrix Game Seminar  FreeKreigsspiel RigidKreigsspiel I
Wargame

Creativity, understanding and original thought

Rigor and analytical precision
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https://connectionswargaming.files.wordpress.com/2015/06/1245-1330-phil-pournelle-wargame-terminology.pptx

DEPUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

FEB 09 2015

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
VICE CHAIRMAN OF THE JOINT CHIEFS OF STAFF
CHIEFS OF THE MILITARY SERVICES
CHIEF OF THE NATIONAL GUARD BUREAU
COMMANDERS OF THE COMBATANT COMMANDS
DIRECTOR, COST ASSESSMENT AND PROGRAM EVALUATION
DIRECTOR OF THE DEFENSE INTELLIGENCE AGENCY
DIRECTOR, NET ASSESSMENT

SUBJECT: Wargaming and Innovation

[ am concerned that the Department’s ability to test concepts, capabilities, and plans
using simulation and other techniques—otherwise known as wargaming—has atrophied. To
most effectively pursue an innovative third offset strategy, avoid operational and technological
surprise, and make the best use of our limited resources, we need to reinvigorate, institutionalize,
and systematize wargaming across the Department. Reinvigorated wargaming across the defense
enterprise fits within the Defense Innovation Initiative, which aims to bolster the credibility of
- U.S. security guarantees at home and abroad through innovative and agile thinking and actions.
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http://news.usni.org/2015/03/18/document-memo-to-pentagon-leadership-on-wargaming

The Class of 1927

A Participants in the
wargame:

Von Praget, Adam, List*,

Von Klugé&,VVon BrauchitscH,
Von Witzlebertt, Von Kleist,
KesselringVon Reichenau
Von Manstein*, Busch Paulus
Guderian Heinrici Von Arnim,
Von Mackensen Matzky, Ott,
Donitz

A Versailles Treaty.
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http://de.wikipedia.org/wiki/Karl_von_Prager
http://en.wikipedia.org/wiki/Wilhelm_Adam_(general)
http://en.wikipedia.org/wiki/Wilhelm_List
http://en.wikipedia.org/wiki/G%C3%BCnther_von_Kluge
http://en.wikipedia.org/wiki/Walther_von_Brauchitsch
http://en.wikipedia.org/wiki/Erwin_von_Witzleben
http://en.wikipedia.org/wiki/Paul_Ludwig_Ewald_von_Kleist
http://en.wikipedia.org/wiki/Albert_Kesselring
http://en.wikipedia.org/wiki/Walther_von_Reichenau
http://en.wikipedia.org/wiki/Manstein
http://en.wikipedia.org/wiki/Ernst_Busch_(field_marshal)
http://en.wikipedia.org/wiki/Von_Paulus
http://en.wikipedia.org/wiki/Heinz_Guderian
http://en.wikipedia.org/wiki/Gotthard_Heinrici
http://en.wikipedia.org/wiki/Hans-J%C3%BCrgen_von_Arnim
http://en.wikipedia.org/wiki/August_von_Mackensen
http://en.wikipedia.org/wiki/Gerhard_Matzky
http://en.wikipedia.org/wiki/Eugen_Ott_(general)
http://en.wikipedia.org/wiki/Donitz
https://en.wikisource.org/wiki/Treaty_of_Versailles/Part_V

"It's all very well talking about German Wargaming
inWW2¢odziT AY 0KS SYyR GKSe@

Staff College Student 2016

Defence Academy of the United Kingdo

© Crown Copyright



The Western Approaches Tactical Unit

"The only thing that ever really frightened me during the war
was the Uboat peril."
Winston Churchill

A 1942¢ We were losing the Battle of the Atlantic.

A Churchill's orders: "Find out what is happening in the
Atlantic, find ways of getting the convoys through and sink
the U-Boats".

A Series of Wargames to determine-Boat tactics.
A Trained5,000escort commanders using Wargames.

A WargamedGerman counter actions and created a sustain
advantage for the rest of the war.
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The Western Approaches Tactical Unit

Captain Gilbert Roberts CBE RN
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http://www.iwm.org.uk/collections/item/object/205159247
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ChilcottReport [IRAQ_

INQUIRY
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ASARY QU LI & F2NBaAIKG |
develop, particularly postwarfighting.
A Ineffective decisioamaking:
A Processes impeded information flow.
A Strategymaking was weak and inflexible.

A Insufficient attention paid to capability and
resources required for the operation.

A How do we 'scratch theChilcottitch"?
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/\, :z \ﬂ English

People’s Daily Online

Search

Home China ChinaBiz World Life & Culture Opinion Spo

Home >> China >> China Society

Adversarial training enriches PLA's combat experience

Email | Print | Subscribe | Comments | Forum [(3Share
China's armed forces are stepping up combat adversarial training and war games in a

bid to make up for diminishing real combat experience among their ranks.

Field troops of the People's Liberation Army (PLA) are taking year-end military

examinations in which their superior commands have introduced war games played
by "red" and "blue" sides.

The testing method, new for all the PLA services, has been set down as a training
regulation to improve overall battle effectiveness, said Maj. Gen. Chen Zhaohai, chief
of the military training and arms department of the PLA's General Staff

Headquarters.
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http://english.people.com.cn/90001/6857702.html
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Wargaming- an Israeli Perspective

Creating an adaptive military culture:
A The aim is to learn, not to win

A In order to learn, the trainee has to:
A Fail.
A Be surprised.
A Be mentally challenged.

A To learn that a failure doesn't mean defeat.

3
y,

Brig Dr. MeirFinkel Israeli Defense Forces (IDF
IITSEC Conferen®@3 Dec2015
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https://en.wikipedia.org/wiki/The_Dado_Center_for_Interdisciplinary_Military_Studies

Wargaming

Properly conducted, Wargaming:

A Improves decision making and performance.
A Promotes original thought.

A Is the antidote to "group think".

A Allows ideas and plans to be tested safely.
A Teaches that a failure doesn't mean defeat.

A Educates players about their strengths and
weaknesses.
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®

Doctrine Ministry

) of Defence
A DCDC has published a
"WargamingHandbooK

Wargaming Handbook

7z

A Companion publication to
the "Red Teaming Guide

A Endorsed by VCDS

. e
A "Perhaps the highest compliment | can pa , :

| intend to use it in the classes | tea¢h
Dr.James Sterrett

Chief of Simulations & Education

U.S. Army Command & General Staff Collg S ot

Development, Concepts and Doctrine Centre
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Tel: +44(0)1793 784136
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Counter IED Kriegsspiel
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Types of Wargame
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Aim and Purpose

A What are we trying to achieve?

Creating : | Entertainment or
Knowledge | Team Building

Unstructured
Problem

Structured Problem
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Types of Wargame

A Open
A Godlike overview.
A All forces in view.
A All rules and assumptions known to all.
A Closed
A Played "blind" (Fog of War).
A Limited information (enemy, own troops, etc).

A You may not know all the rules, or they might be different
for different sides.

A In reality most games are on a continuum between these
two characteristics.
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Standard Closed Game Layout

_—

Red Team

Umpire
Reports

Master Map

N

Blue Team

Teams in separate rooms, or separated by dividers.
Xor sometimes multiple teams on each side
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http://myweb.tiscali.co.uk/paddygriffith/other.htm

Adjudication

A Personal Experience.
A Senior Officer Present.
A Military Judgement Panel.
A Rigid Adjudication.
A Deterministic.
A Stochastic.
A Combat Results Tables.
A Consensual.
A Crowdsourcing / Voting.
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The Combat Results Table (SPI)
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Combat Results Table (DSTL)

Force Ratio Risk Levels

Meeting Engagement
Hasty Attack vs Hasty Defence
]%5
Hasty Attack vs Prepared Defence
05
BUnfavourable | 39
7 85/ |DORisky 50
Hasty Attack vs Breaching BNominal 70
OGood / Safe 85
OV Good
oo 95
Prepared Attack vs Hasty Defence
Prepared Attack vs Prepared
Defence
at
Prepared Attack vs Breaching
7.0 8.0 90 10.0
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Toolsc Random Numbers and Risk

A Dice
A Linear distributions

A Other d iStri butions Result Determination (2 x D6) Cheat Card:
A Playing Cards [23[4]5]6]7]8]9[10fae]12

28% 56% 83% 11.1% 13.9% 16.7% 13.9% 11.1% 83% 5.6% 2.8%

100% 97.2% 91.7% 833% 72.2% 583% 41.7% 27.8% 16.7% 8.3% 2.8%
4 To account for a true 50% chance, roll a red and a green dice. If a "7" is scored, with the red
A Eve nt ‘ a rd S dice higher, this is a failure. If the green dice is higher, this is a success.
& Standard
Deviations:

Normal

A Result Cards Distribution:
A Lookup Tables [paa%e]24.1%
A Computer E

A Excel RAND function

-30 —-20 -10 0 lo 20 30
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Tools

A Maps

A Military Maps

A Gridded Maps

A Hex Maps

A Area Maps

A Stylised Maps
A Sand Table / Model
A Computer Screen
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Tools

A Counters

Speed
\‘

Attack
/Value

Aircraft # —

Defense |

Value

SECTION

I

Aircraft
Type

Maximum
Altitude

Bridge

Destroyed | |

—
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Seminar Wargame
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Types of Wargame

A Seminar Wargame.

A Covers a wide range of structured formats such
as seminar or committee games.

A Highly accessible (no game rules to absorb).
A Mainly about communication and decisions.
A Cheap and fast to develop.

A Good for testing assumptions.

A Less good for combat situations.
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Map Wargame
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Types of Wargame

A Map Wargame
A Easily recognisable and understood.
A Facilitates closed games well.
A Cheap and quick to develop (with practice).
A Relatively portable.
A Flexible (same designmultiple maps).
A Not good for low level tactics (LOS difficult).
A Requires a degree of abstraction.
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Board Wargame
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Types of Wargame

A Board Wargame
A Easily recognisable and understood.
A Familiar to recreational gamers.
A Tends towards Open games.

A Highly structured and abstract (allowing focus on
a small number of key elements).

A Relatively portable.
A Specialised.
A Good as an introductory technique.
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"Sand Table" Wargame

Defence Academy of the United Kingdo

© Crown Copyright




Types of Wargame

A "Sand Table" Wargame
A Use of 3D models to represent tactical situation.
A Requires construction of the environment.
A Good for low level tactical actions.

A Good for teaching equipment recognition and
capabillities.

A Competing with FPS Computer simulations.

A Material intensive and not very portable.

A Can be mistaken for "playing with toy soldiers".
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Matrix and other "Effects" Based Games

Copyrighted Material

The Confrontation Analysis
Handbook

How to Resolve Confrontations by Eliminating Dilemmas
Innovations in Wargaming Volume 3

John Curry and Mike Young

Bosnian || United || c

5 |
Threatened Serbs' || Nations' 3 # 1B ;
3l 2
Fut position || position || 5| = g‘ ElT
¢ L 3 =l |8
/ Bosnian / x
Serbs attack the enclaves
?
Bosnian
x withdraw heavy weapons x /
Serbs P h I
rom the enclaves
United
/ o use artillery against x e
Nations Bosnian Serbs
/ e use air strikes against the )4 -
Nations :
Bosnian Serbs
Copyrighted Material
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Types of Wargame

A "Effects Based" Wargame
A Multi-party games with many different actors.
A Requires skilled facilitation.

A Most useful in areas of uncertainty, low specific detal
and strong political content.

A Most useful early on for education and understanding
A Highly portable.

A Highly flexible.

A Requires qualitative analysis.

A Matrix Games, Dilemma Analysis, Consensual
Analysis, Rold’lay Games.
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Types of Wargame

A COTS Wargame
A Can be a useful component of a wider Wargame.
A Can be an effective teaching aid.
A No design effort required.
A Relatively cheap to acquire.
A Fixed rules and processes.
A Some can be inaccessible for beginners.
A Good foranalysis training.
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COTS GameHostage Negotiator
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"Effects”
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What are "Effects"?

AThe planning and conduct of operations combining
military and non-military methods to achieve a particular
~_ outcome.

A COIN, OOOW, EBT, EBA, EBOKiwiic effects, Hearts &
~ Minds, Soft Effects, Shaping Operations...

ATraining, morale, efficiency, cohesion, walticombat,
leadership, motivation, public support, political will...

A"Hybrid Warfare" and "Influence Operations"
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Q Elon Musk’s Dota 2 Al beats t' X

&« c @ @ & https://arstechnic B «--QPr% N & @ED =

¥ Most Visited @ Amazon = BBC A Register ﬁeBay n Facebook e Flickr ! Jeffrey's Exif viewer @Exli »

Surely a computer is :

dl'S TECHNICA

m O re aC C u ra.te ? GAMING & CULTURE

Elon Musk’s Dota 2 Al beats the
professionals at their own game

But humans did eventually prevail over the computers.

PETER BRIGHT - 8/14/2017, 5:06 PM

00:1/
ALPHAGO

OpenAl takes on Dendi.

Last week was the high point of the Dota 2 competitive year: it was the week of The International,
Valve's biggest tournament. On Saturday, Team Liquid walked away with more than $10 million after
defeating Newbee 3-0 in the grand final.

Right now, one of the requirements to be a good Dota 2 player is that you've got to be a living,
breathing human. The game does include some basic computer-controlled bots to practice against,
but any seasoned player of the game should have no trouble prevailing over these bots, even on their
hardest "Unfair" difficulty (though the Unfair Viper bot is a legendary jerk that's utterly miserable to
play against). Last Friday, however, we got a hint of a new, altogether more threatening kind of
computer-controlled player: an Al-controlled bot built by Elon Musk's OpenAl. The OpenAl bot took
on a number of professional players and it crushed them.
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How Normal Simulations Model Effects

ARuIeS.
ATriggers.
APreSets (decided beforehand).

AExampIe: If you bomb the Mosque, the local
people will hate you.

Defence Academy of the United Kingdo
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IMPROBABLE

Almprobable IS a scalable computer operating syster
ASoftware built can be scalable on the "cloud”
APptentiaIIy entire countries with:
ABuildings
AGas, Water, Power, Internet, Mobile phones
) APeopIe, Cars, Planes, Train, Ships

AEmergent behaviours
AMuItipIe parallel courses of action

Defence Academy of the United Kingdo
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The Fallacy of 1] IMPROBABLE

AlLists of factors

A+1 for digging a well. Context

A+1 for medical inoculations. Reaction

A+1 for Flaming Pigs Repeatabiliy
) A+1 for Dancing Pigs Irrationality

AVery oftensingle sided

AVery oftenhidden in a Black Box
ANeed to becalibrated

AcCan't account foGGeneral Butt Naked
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https://en.wikipedia.org/wiki/War_pig
https://en.wikipedia.org/wiki/Dancing_pigs
https://en.wikipedia.org/wiki/General_Butt_Naked

The Wisdom of Crowds

Groups can be better at estimation than individuals.
A Diversity of opinion.

A Decentralisation of expertise.

A Independence of thought.

A Aggregation of the result.

A Best predictions come from conflict or contest.

A Too much communication can make the group less
Intelligent.
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Stupid Crowds

A Homogeneity of opinion.

A Centralisation of decisions and a formal hierarchy.
A Divisions and compartmentalisation.

A Imitation based on previous decisions.

A Emotionality and peer pressure.

A 'Group Think'
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