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Disclaimer

® This presentation represents the personal view of
the author and is in no way representative of official
UK MOD policy.

® The UK MOD is small, but still bigger than one man
can know. He might have missed something.

® The author is a full-time reservist serving beyond
mandatory retirement age and is therefore possibly
embittered and cynical after 36 years service. ©
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Wargaming

DEPUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

FEB 09 2015

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
VICE CHAIRMAN OF THE JOINT CHIEFS OF STAFF
CHIEFS OF THE MILITARY SERVICES
CHIEF OF THE NATIONAL GUARD BUREAU
COMMANDERS OF THE COMBATANT COMMANDS
DIRECTOR, COST ASSESSMENT AND PROGRAM EVALUATION
DIRECTOR OF THE DEFENSE INTELLIGENCE AGENCY
DIRECTOR, NET ASSESSMENT

SUBJECT: Wargaming and Innovation

1 am concerned that the Department’s ability to test concepts, capabilities, and plans
using simulation and other techniques—otherwise known as wargaming—has atrophied. To
most effectively pursue an innovative third offset strategy, avoid operational and technological
surprise, and make the best use of our limited resources, we need to reinvigorate, institutionalize,
and systematize wargaming across the Department. Reinvigorated wargaming across the defense
enterprise fits within the Defense Innovation Initiative. which aims to bolster the credibility of

- " U.S. security guarantees at home and abroad through innovative and agile thinking and actions.
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Wargaming is abductive reasoning.

The relationship of abductive inference, “Abductive reasoning is concerned with
synthesis, and sense-making. : : : i
Imaginative reasoning, a process
OBSERVATION through which new ideas or hypotheses

PERCEPTION come into existence.

CONSTRAINTS REFRAMING INSIGHT

ABDUCTIVE INFERENCE New ideas cannot be generated by

DOUBTS deductive or inductive reasoning
because with deductive reasoning a

SISFHINAS

%
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USEFUL?

MWHYPQLEESISWW conclusion is already embedded in its
AT premises, while inductive reasoning
already contains a hypothesis for which

KNOWLEDGE we are merely establishing probabilistic
grounds.”

Dr Jon Compton, Senior Wargame Analyst, OSD/CAPE/SAC
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Common Misconceptions

Real men don't play wargames.
Wargames don't teach you something new.
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Wargaming - The Class of 1927
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http://de.wikipedia.org/wiki/Karl_von_Prager
http://en.wikipedia.org/wiki/Wilhelm_Adam_(general)
http://en.wikipedia.org/wiki/Wilhelm_List
http://en.wikipedia.org/wiki/G%C3%BCnther_von_Kluge
http://en.wikipedia.org/wiki/Walther_von_Brauchitsch
http://en.wikipedia.org/wiki/Erwin_von_Witzleben
http://en.wikipedia.org/wiki/Paul_Ludwig_Ewald_von_Kleist
http://en.wikipedia.org/wiki/Albert_Kesselring
http://en.wikipedia.org/wiki/Walther_von_Reichenau
http://en.wikipedia.org/wiki/Manstein
http://en.wikipedia.org/wiki/Ernst_Busch_(field_marshal)
http://en.wikipedia.org/wiki/Von_Paulus
http://en.wikipedia.org/wiki/Heinz_Guderian
http://en.wikipedia.org/wiki/Gotthard_Heinrici
http://en.wikipedia.org/wiki/Hans-J%C3%BCrgen_von_Arnim
http://en.wikipedia.org/wiki/August_von_Mackensen
http://en.wikipedia.org/wiki/Gerhard_Matzky
http://en.wikipedia.org/wiki/Eugen_Ott_(general)
http://en.wikipedia.org/wiki/Donitz

How Normal Simulations Model Effects

¥ Lists of factors

® +1 for digging a well. Context

® +1 for medical inoculations. Reaction

® +1 for Flaming Pigs?. Repeatabiliy
® +1 for Dancing Pigs?. Irrationality

" Very often single sided.
® Very often hidden in a Black Box.
" Need to be calibrated.

¥ Can't account for General Butt Naked?.
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http://en.wikipedia.org/wiki/War_pig
http://en.wikipedia.org/wiki/Dancing_pigs
https://en.wikipedia.org/wiki/General_Butt_Naked

Prediction and Role-Play

¥ "forecasts based on the results of role-playing
sessions can make accurate predictions of human
responses to conflict or change."
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How good are we at forecasting how others will behave in conflicts?
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What we would expect from random chance ?
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Using judgment is often WORSE then guessing !
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Using Game Theory fares no better..

100

90

80

70

60

L i
w
d
S Average
o 50
c
@
=
& 40
=
30
20
10 I
0
< < e
&7 4;« 3 Ko & & ¥ B
& ‘@{‘ 43 ‘_QP PR & R ,\;;Q' ‘ @"*
\f._,q < e AT & & Q Q 2
-5 o Sk © ™ xf"k & & b‘$
SEEN RO P R
s NS A D & o
& e @ o
&° Q v A0

® Chance

B Unaided Judgement
W Game Theory

M Role-Play

Source:

"Further evidence on
game theory, simulated
interaction, and unaided
judgement for forecasting
decisions in conflicts”.
Kesten C Green Sept 17
2004
www.kestencgreen.com




But a role play achieves substantially better forecasts
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The Bottom Line

" A proper opposition generates an action / reaction
feedback loop that produces insights vastly more
powerful (and accurate) than a single opinion,
however well informed.
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Simulating "Effects"” in Computer Sims

" Definition Problem.
® What are "effects" (NKE, EBA, EBO, Etc.)?

" If we can't define them:
® They can't be bounded.
® They can't be costed.
® They can't be properly contracted.
® Any proposed solution can't be measured or accepted.

" "Effectors".

Technology School

© Crown Copyright



Alert Unit in Boundary

Alert another Unit or multiple Units
Alert ExCon

MEL Management System

On the fly
Timed
Triggered

- Create [ Delete

Permanent

Timed |- Duration

# Recurring
— L

Line

Circle _-:
Rectangle |- Area _
- Edit :

- Shape
Polygon

Height
Global
Centre

- Geo Locate

Content (Detect/Effect/Inform/Record)
Save [ Load

Copy

Active Measures

Inactive Measures |- Visualise

Timeline
Link to MEL Management System

Events by Type and Numbers

Search [ Filter
Display

Export to Office Products
1= Generate Report

Export to MEL Management System I

annn?

Effector

How -

On entry / crossing boundary

On exit (for closed areas)

In area
Created in area &
Movement

Across Boundary

Firing -
—{ nboundary

Impacts (Artillery/Bombs)

Emitting in Boundary

What -
Specific Units / Entities
Unit Types
Equipment Types
Logic - If.. then... else... not...
Set Limit
Movement -
Posture
Unit Op State - ——
l ROE
Action - Halt f Move [ Indirect Fire

Mechanical Breakdown

Degrade Emitters
All

Degrade LOS -
= Optical

Personnel Casualties

Free text message

r| Enclosure &

Trigger another effector - Create /Delete
Priority -

User Definable Alert

Layering Measures

Fixed

Effect Probability | Per Time Step

| If moving



Effectors aren't a solution...

® Effectors merely indicate.

® Must have a human in the loop.
¢ Effects Cell and "Marker Tracks".

® Should include opposing subject matter experts.
® Not just "people like us".

® Should include role-play.
® Meetings and negotiations (Afghan Sura, Bosnia JMC).

" The "Lure of Automation".
® Good and Bad.

Technology School

© Crown Copyright



What is a Matrix Wargame?

® Matrix games are very low overhead.

" Free form games, concentrating on "effects".
® Invented by Chris Engle in 1988.

¥ Used by UK MOD, CA MOD, AUS MOD and US DOD.
® Can cover low level tactical engagements.

® Can cover high level conflict.

® Can cover conceptual conflicts, such as Cyber.
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Matrix Games

® Use verbal "arguments" to advance the players
position in the game.

® Use dice (if necessary) if there is a risk of failure in
order to drive the game forwards.

® Generate an evolving narrative of the conflict for
further discussion and analysis.

Technology School

© Crown Copyright



How do they work?

Set up a scenario.
Decide on the "actors" involved.

® Can be conceptual.
® Usually 6, but 4-8 is fine.

Decide on their objectives.

Each actor makes 1 x "Argument" per turn.

"Established Facts" are recorded.

Each turn "consequence management" is assessed.

AAD (After Action Discussion).
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What are "Arguments”

® They are a stated "action".
® With a specified "result".

" With supporting "reasons" why or how (Pros).
® Counter reasons "why not" (Cons) are stated.

® Facilitator helps to evaluate and adjudicate.
® Not a debate!

Technology School

© Crown Copyright



Cyber Example:

A Private Detective
wants to discover the
home address of a
"semi-celebrity" (Dana
Wilkey from "Real |
Hollywood Wives") in |
London in order to
serve Court papers.
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Argument:

Action:

Look at social media for geo-located information
relating to the celebrity or her friends.

Result:

Find celebrity home location.

Reasons:

1. All celebrities use social media.

2. A semi-celebrity is likely to be more careless.

3. Even if geo-tagging is off, you can get a lot of
information from a careless photograph.
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Elements of Matrix Games

® The Arguments

® Reasonable assumptions.

¥ Established facts.

¥ Scale, Time and Events.

¥ Building Arguments.

® Counter Arguments.

® Arguing about other players.
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Conceptual Conflict

¥ Cyber
® The Defence Academy

¢ MI5

" Defence Procurement
® PWC

Technology School

© Crown Copyright



THE RED LINE

Syria - 30 August 2013

Eastern

Mediterranean "’\f‘r}

N
P
3

JORDAN

TURKEY

12 Septermer 2013

of _mass_destruction

http://en.wikipedia.org/wiki/Syria_and_weapons

© Tim Price - 30 August 2013




3 '\; s e
CRISIS IN CRIMEA i 2
& Wis ' & -‘ x

L [}

# UKRAINE il

‘; B Belarus : o S

; { - LB : L Russia g

b o A

rIVENSKA | LR . # g

VOL YNSKA % K C:r:)'

Poland Bk =
i@ "g S

3

) | o =

‘\.-/\v\ g

Q

=

LUHANSKA %

] +—
Slovakia \\2 #

B o &
-

:

Hungary PONETSKA Q
(D)

) ¥ i

o

¢ 3 =

f <

. —

Romania o

<

i

e
5“\\ Sea of Azov &

¢ Navy Base 6{5 o
. Army Base ‘é - E
2 0

# Air Base g, # g
H

£

=

o

0 50 100 150 200 250 300 km EVASTOPOL
0 50 100 150 200 mi
—_— e e s e e




%y

“»

NP

SIS CRISIS

AL

Saudi Arabia

ANIYAH £

)/ Kuwait :




.......

\’

®

Defence Academy
Of the United Kingdom

E

Ak
~




Summary

" Very low overhead, fast to set up and play.
® Easy to document and repeat.
% Useful for:

® Rapid scenario assessment.
® Education.
¢ Alternative analysis.

® Generate insights, awareness and innovation.

¥ "Matrix Games for Modern Wargaming"
ISBN: 978-1291979657
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